Certificate of Compliance with Cybersecurity Requirements
Procurement of material, services and supplies for a United States Government contract requires that prime contractors, subcontractors and suppliers (“Offeror”) comply with Federal Regulations for Covered Defense Information and Cybersecurity requirements. Department of Defense Federal Acquisition Regulation Supplement (DFARS) clause 252.204-7020, NIST SP 800-171 DoD Assessment Requirements, prohibits award of any subcontract or other contractual instrument, that is subject to the implementation of NIST SP 800–171 security requirements under DFARS 252.204–7012, unless the subcontractor or supplier has completed, within the last 3 years, at least a Basic NIST SP 800–171 DoD Assessment, as described in https://www.acq.osd.mil/asda/dpc/ cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf, for all covered contractor information systems relevant to its offer that are not part of an information technology service or system operated on behalf of the Government.
This certification must be completed prior to award of any subcontracts or purchase orders to your company and be updated annually.
	Solicitation No:
		

	Company Name (Offeror):
	[Company]
	Street Address, PO Box, Suite No:
		

	City, State, Zip Code:
		

	Cybersecurity POC:
		

	Phone:
		

	Email Address:
		

	CAGE Code:
		

	SAM Unique Entity ID (UEI):
		


Safeguarding Covered Defense Information
In accordance with DFARS 252.204-7012, Safeguarding Covered Defense Information and Cyber Incident Reporting, Contractors and Subcontractors are required to provide adequate security on all covered contractor information systems. 
a) Definitions
Adequate security means protective measures that are commensurate with the consequences and probability of loss, misuse, or unauthorized access to, or modification of information.
Controlled technical information means technical information with military or space application that is subject to controls on the access, use, reproduction, modification, performance, display, release, disclosure, or dissemination. Controlled technical information would meet the criteria, if disseminated, for distribution statements B through F using the criteria set forth in DoD Instruction 5230.24, Distribution Statements on Technical Documents. The term does not include information that is lawfully publicly available without restrictions.
Covered contractor information system means an unclassified information system that is owned, or operated by or for, a contractor and that processes, stores, or transmits covered defense information.
Covered defense information means unclassified controlled technical information or other information, as described in the Controlled Unclassified Information (CUI) Registry at http://www.archives.gov/cui/registry/category-list.html, that requires safeguarding or dissemination controls pursuant to and consistent with law, regulations, and Governmentwide policies, and is -
1. Marked or otherwise identified in the contract, task order, or delivery order and provided to the contractor by or on behalf of DoD in support of the performance of the contract; or
2. Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor in support of the performance of the contract.
Information system means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information.
Technical information means technical data or computer software, as those terms are defined in the clause at DFARS 252.227-7013, Rights in Technical Data - Noncommercial Items, regardless of whether or not the clause is incorporated in this solicitation or contract. Examples of technical information include research and engineering data, engineering drawings, and associated lists, specifications, standards, process sheets, manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and analyses and related information, and computer software executable code and source code.
b) Offeror represents that it is in compliance with DFARS 252.204-7012 and capable of handling Covered Defense Information in accordance with subject to the requirements in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-171, “Protecting Controlled Unclassified Information in Nonfederal Information Systems and Organizations”. 
☐ Yes 	☐ No
NIST SP 800-171 DoD Assessment Requirements
a) Prior to award of a contract subject to NIST SP 800-171, Offeror is required to complete, within the last three (3) years, at least a basic NIST SP 800-171 DoD Assessment in accordance with DFARS 252.204-7020 to include a System Security Plan (SSP). 
b) The Offeror Certifies that (select one):
☐ It has completed within the last three (3) years and will maintain at least a current Basic Assessment for all covered contractor information systems related to its business with DZYNE, and the results of such Assessment has been posted, or has been provided to the Government to post, to SPRS in accordance with DFARS 252.204-7020. If checked, provide a screenshot of the SPRS site showing Basic Assessment.
☐ It will, prior to award, complete at least a current Basic Assessment for all covered contractor information systems related to its business with DZYNE, and the results of such Assessment will be posted, or will be provided to the Government to post, to SPRS in accordance with DFARS 252.204-7020. 
☐ It is not subject to NIST SP 800-171. Explain: 						
c) If Offeror has completed at least a Basic Assessment for all covered contractor information systems, is there a Plan of Action & Milestones in place? 
☐ Yes 	☐ No
If Yes, provide Completion Date: 	
Cybersecurity Maturity Model Certification (CMMC)
a) Offeror is required to achieve, at time of award, a CMMC certificate at the level specified in the solicitation. Offeror is required to maintain a current (i.e., not more than 3 years old) CMMC certificate at the specified level, if required by the statement of work or requirement document, throughout the life of the subcontract, task order, or purchase order. 
b) On or after October 1, 2025, all solicitations and awards, including those for commercial items, will include a CMMC requirement. DZYNE will require subcontractors and suppliers to maintain a CMMC Level 2 certification after this date.
c) Offeror represents that (select one):
☐ It has been completed a self-assessment. 
Level of Assessment: Choose an item.
☐ It has been certified by an accredited CMMC third-party assessor. 
	Level of Certification: Choose an item.
☐ It has not been certified, but has begun the certification process. 
Intended Level of Certification: Choose an item.
☐ It does not intend to seek CMMC certification. 
[bookmark: _Ref64452534]Certification of Offeror
The undersigned Offeror certifies that the information contained herein is true and accurate to the best of its knowledge and understands that it may be subject to penalties imposed by the United States Government for misrepresentation of any of the representations or certification made herein. The Offeror further agrees to provide immediate written notification to DZYNE Technologies, LLC if any of Offeror’s representations herein change during the validity period of this certification. 
This certification shall apply to all solicitations, agreements, purchase orders or subcontracts received from DZYNE Technologies, and shall be valid for one year from the date of execution.
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Offeror: [Company]
	Signature:
	

	Name, Title:
	
	Date:
	


DZYNE I.T. Review Performed By:
	Signature:
	

	Name, Title:
	
	Date:
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